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Abstract

Finger-vein biometrics is highly secure because the internal 
and unique vascular patterns are used. However, it is susceptible 
to advanced presentation attacks. The proposed paper suggests 
VeinGuard,  a  hybrid  biometric  anti-spoofing  system  which 
combines  unsupervised  anomaly  detection  and  supervised 
classification  to  deliver  effective  fake  finger  vein  detection. 
Attention-based autoencoders are only trained on real finger-vein 
images in order to be able to learn natural vascular features and 
identify abnormalities during reconstruction errors analysis. In 
order to get a better feature diversity and discriminative power, a 
Generative  Adversarial  Network  (GAN)  is  used,  in  which  the 
discriminator  is  a  strong  feature  extractor,  which  is  trained 
through  adversarial  learning.  Attributes  of  autoencoder 
reconstruction loss,  latent  embeddings  and GAN discriminator 
loss are combined and categorized with an ensemble of Random 
Forests. The experimental evidence indicates that VeinGuard is 
able to perform better in terms of accuracy, ROC-AUC, precision 
and recall  and still  enjoys strong generalization against unseen 
spoofing  attacks.  The  suggested  architecture  is  a  scalable  and 
dependable implementation of secure finger-vein biometric.
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I. INTRODUCTION

A. Background of Finger-Vein Biometrics
Finger-vein  biometrics  has  become  a  valid  and  effective 
physiological authentication modality because it has intrinsic 
strengths when compared to surface-based characteristics such 
as  fingerprints  and  facial  images.  It  is  a  technology  that 
identifies  the  distinctive  vascular  patterns  under  the  skin 
through near-infrared (NIR) imaging; thus, the biometric trait is 
highly distinctive and hard to observe or replicate externally [1]. 
The patterns of  the finger-vein being internal  to the  human 
body, they are safeguarded against wear by the environment, 
against  contamination  and  casual  purchase  on  the  surface. 
Consequently,  there  has  been  an  increase  in  finger-vein 
recognition systems being used in high-security areas such as 
banking  authentication,  access  control  systems  and  identity 
verification systems.

B. Presentation Attack Threats in Finger-Vein Systems
Finger-vein systems are vulnerable even to presentation attacks 
or  spoofing  attacks,  even  though  they  have  the  security 
advantage of being intrinsically secure. Such attacks include 

providing  artificial  biometric  samples  such  as  printed  vein 
images,  synthetic  vein  patterns,  re-execution  of  infrared 
captures  etc.  to  spoof  the  recognition  system.  Imaging 
technology and generative models have reduced the cost  of 
attackers  to  create  realistic  spoof  samples  and the  threat  of 
biometric  integrity  increases.  Presentation  attack  detection 
(PAD)  has  therefore  emerged  as  an  important  aspect  in 
achieving credibility and strength of the finger-vein biometric 
system [2].

C. Limitations of Existing Spoof Detection Methods
Traditional spoof detection methods are based to a large extent 
on handcrafted features or fully supervised learning models that 
are trained on labelled genuine and spoof samples. Nonetheless, 
these approaches have a number of shortcomings. The feature-
based methods which are handcrafted do not usually have the 
ability to generalize to other sensors and types of attacks. Deep 
learning models that are fully supervised are effective but need 
a large amount of labelled spoof data [3].  Such reliance on 
labelled information limits scale and resilience in the process of 
implementation  in  real-world  settings  where  new  spoofing 
methods can be developed. 

D. Motivation for Hybrid Unsupervised–Supervised Learning
In order to overcome these difficulties, the hybrid unsupervised 
and supervised learning frameworks as the Auto-encoders and 
Generative  Adversarial  Networks  (GANs)  are  able  to  learn 
intrinsic representations of natural finger-vein patterns without 
the need to be supplied with labelled spoof data [5].  These 
representations  can  be  used  to  make  a  good  differentiation 
between abnormal or spoof-like samples when they are used 
along with supervised classifiers. The hybrid method achieves 
better  generalization,  minimizes  the  use  of  labelled  data  of 
attacks and better  detection against new spoofing attacks or 
attempts.

E. Significance of the Research
The suggested hybrid framework of finger-vein spoof detection 
is capable of considering real-life security issues. The study will 
improve the accuracy of the spoof detection, the strength of the 
learning and the flexibility by exploiting unsupervised feature 
learning and supervised classification. 
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II. LITERATURE REVIEW

A. Finger-Vein Recognition Techniques
As per the study of  [5], finger-vein biometrics is quickly 

being identified as a highly secure and effective modality with 
regard  to  automated  personal  identification.  Finger-vein 
recognition makes use of the special vascular configurations that 
are  ingrained  underneath  the  human  skin  on  their  fingers. 
These patterns are captured with the help of near-infrared (NIR) 
imaging and allow clear visualisation of subcutaneous veins. 
According to  [6], this technology has been widely adopted in 
applications that require high confidentiality such as healthcare 
systems,  financial  transactions,  access  control,  and  law 
enforcement.  As per  [7],  finger-vein recognition has various 
benefits including contactless acquisition, rapid authentication, 
contactless  acquisition,  and  better  resilience  of  attack  on 
spoofing. These are the benefits that make it increasingly more 
preferred to iris, fingerprint and face recognition. The study of 
[8]  explains that early fake finger-vein recognition techniques 
relied  on  handcrafted  feature  extraction  methods.  These 
included  vein  enhancement  preprocessing  techniques  and 
followed  by  feature  extraction  through  approaches  such  as 
Gabor filters, repeated line tracking, local binary patterns, and 
maximum  curvature  analysis.  Learning-based  and  statistical 
methods  were  introduced  to  improve  recognition  accuracy. 
Support Vector Machines and k-Nearest Neighbour were used 
as  classifiers  and  have  better  discrimination  which  can  be 
achieved with handcrafted features. While the fake finger-vein 
recognition  techniques  have  evolved  significantly,  the 
challenges related to data security, robustness, and vulnerability 
still exist.

B. Presentation Attack Detection in Biometrics
The study of [9] explains that Presentation Attack Detection 

(PAD) is also referred to as anti-spoofing and addresses the 
vulnerability of biometric systems to deliberate attempts aimed 
at  deceiving  the  sensor  during  the  acquisition  process.  A 
presentation attack occurs when an attacker presents a falsified 
or manipulated biometric sample to a biometric sensor with the 
intention of masquerading as a legitimate user. These attacks are 
broadly classified into two types that are physical artefacts and 
replay  attacks.  The  physical  artefacts  that  imitate  genuine 
biometric  traits  are  commonly  known as  presentation  attack 
instruments  (PAIs)  [10].  The  replay  attacks  perform  the 
previously captured biometric data that are reintroduced to the 
sensor using a suitable display or transmission device. As per 
[11], to counter these threats, a variety of PAD techniques have 
been  developed  across  different  biometric  modalities.  These 
countermeasures aim to distinguish between bona fide biometric 
samples and attack presentations by analysing structural as well 
as dynamic cues inherent to genuine traints. PAD has received 
growing attention as a finger-vein system in the vascular system. 
The  [12]  argue  that  data-driven  PAD methods  have  gained 
popularity as deep learning models have evolved. Convolutional 
Neural Networks (CNNs) have evolved to automatically learn 
discriminative features that are capable of separating genuine 
samples  from  PAIs.  Liveness  detection  techniques  are 
simultaneously  investigated  as  an  additional  defence 
mechanism.  These  methods  typically  analyse  temporal  or 
spectral  information  from  near-infrared  video  sequences  to 

detect  physiological  responses  such  as  blood flow or  subtle 
motion  patterns  that  are  difficult  to  replicate  using  artificial 
artefacts.

C. Deep Learning-Based Spoof Detection Approaches
According to [13], deep learning has significantly advanced 

PAD  by  enabling  automatic  learning  of  discriminative 
representations from biometric data, and this technique reduces 
the  dependency  on  handcrafted  features.  As  compared  to 
traditional texture- or rule-based methods deep learning models 
can capture complex spatial, spectral, and temporal patterns that 
differentiate  genuine  biometric  traits  from  spoofed 
presentations. Deep learning-based PAD has become a dominant 
paradigm  across  modalities  such  as  face,  fingerprint,  and 
vascular  biometrics.  Apart  from  the  conventional  CNNs, 
advanced  architectures  such  as  Siamese  networks  and  deep 
metric learning frameworks have been investigated for PAD. 
These models aim to learn similarity measures that  separate 
genuine samples from the speeded ones in an embedding space 
and offer improved discrimination under certain conditions. As 
per the study of [14], a few temporal deep learning models such 
as 3D CNNs and recurrent neural networks have been applied to 
video-based PAD to exploit dynamic cues related to liveness. As 
per the study of [15], Generative Adversarial Networks (GANs) 
have  been  incorporated  into  PAD  research  for  data 
augmentation,  spoof  simulation,  and  feature  enhancement. 
GAN-based approaches can improve robustness by enriching 
the  training  distribution.  But  these  techniques  introduce 
challenges related to training stability and evaluation stability.

D. Autoencoder-Based Anomaly Detection
As per [16], Autoencoder-based anomaly detection has 

become  an  effective  approach  for  presentation  attack  in 
biometric  systems  especially  when  labelled  spoof  data  are 
limited. Autoencoders are neural networks that are designed to 
learn compact latent representations of input data by minimising 
reconstruction error. Spoof samples are treated as anomalies as 
they  often  differ  structurally  or  statistically  from  genuine 
biometric traits.  As per [17],  spoof inputs typically result  in 
higher  reconstruction  errors  compared  to  genuine  biometric 
traits. Spoof units generally result in higher construction errors 
as compared to genuine samples. Variants such as denoising 
autoencoders and variational autoencoders have been explored 
to  improve  robustness  by  handling  noise  and  enforcing 
structured latent spaces.

E. GAN Applications in Biometric Security
Generative  Adversarial  Networks  (GANs)  have 

emerged as a powerful tool in biometric security research due to 
their ability to model complex data distributions and generate 
realistic synthetic samples. As per the study by  [18],  a GAN 
consists of two competing neural networks which are a generator 
and a discriminator. This adversarial training paradigm has been 
widely explored to address important challenge sin biometric 
systems  especially  in  spoof  simulation,  data  security,  and 
robustness enhancement. According to  [19],  one of the major 
applications of GAN is data augmentation, and GAN-generated 
samples  are  used  to  enrich  the  training  datasets  as  well  as 
enhance the capacity of spoof detection models. 
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F. Research Gaps
Although  there  has  been  progress  in  the  finger-vein 

recognition area, the existing literature is mostly concentrated on 
identity  verification  in  a  benign  environment,  and  major 
attention  has  been  paid  to  presentation  attack  detection.  A 
significant part of PAD methods utilises full supervised deep 
neural networks that need large labelled spoofing datasets. But 
these are limited to the case of the finger-vein biometrics and 
normally result in poor extrapolation to novel attacks. In spite of 
the studied autoencoders-based anomaly detection as well as 
GAN-based methods, they are usually implemented alone and 
lack integrated decision-making processes. A few studies have 
explored  hybrid  configurations,  which  collaboratively  utilise 
unsupervised modelling, generative feature improvement, and 
perform robust ensemble classification to enhance resilience and 
flexibility against the changing spoofing attacks.

III. PROPOSED VEINGUARD FRAMEWORK 

A. Overall System Architecture
The  suggested  VeinGuard  framework  is  developed  as  a 

multi-step hybrid biometric anti-spoofing solution that consists 
of  the  unsupervised  representation  learning,  generative 
modeling and supervised classification [20].  There  are  three 
main  models  including  an  attention-based  autoencoder,  a 
Generative Adversarial Network (GAN) and a Random Forest 
classifier in the design. The images of finger-veins taken in near-
infrared  are  first  processed  to  remove  the  differences  in 
illumination and improve the vein pattern. The processed images 
are sent to the autoencoder and the GAN at the same time. The 
autoencoder is concerned with the inherent structural attributes 
of the real finger-vein images whereas the GAN data models 
sophisticated data distribution and the features of discrimination. 
Lastly, the similarities between the two models are combined 
into one and used by a Random Forest Classifier to do the last 
spoof.

B. Hybrid Learning Strategy
The  strategy  that  VeinGuard  proposes  is  a  hybrid 

unsupervised-supervised  learning  strategy  to  address 
weaknesses of purely supervised spoof detection approaches. 
Attention-based autoencoder is only trained on actual finger-
vein samples in an unsupervised way which allows it to learn 
compact latent codes and reconstruction error patterns exposing 
anomalies. Simultaneously, the GAN uses supervised learning 
in  its  discriminator  to  differentiate  between  true  and  fake 
samples whereas the generator applies synthetic variations to 
enhance feature learning [21]. The framework has the ability to 
improve  generalization  by  trading  unsupervised  anomaly 
detection with supervised discrimination in addition to lessening 
reliance on large labelled spoof data sets.  

C. Workflow of the VeinGuard Pipeline
The VeinGuard pipeline consists of finger-vein input image 

preprocessing  which  is  followed  by  feature  extraction 
(unsupervised)  based  on  the  attention-driven  autoencoder  to 
retrieve  reconstruction  errors  and  latent  embeddings.  At  the 
same time, the GAN extracts high-level discriminative features 
of real and synthetic samples. These dissimilar attributes are 
subsequently fused to make use of a single feature vector. In the 

last stage, the Random Forest Classifier examines the combined 
features to conclude whether the sample input is authentic or 
spoofed [22]. Such a layered workflow makes sure of strong, 
noise-immune and versatile detection of spoofing.  

IV. ATTENTION-DRIVEN AUTOENCODER FOR ANOMALY 
DETECTION 

A. Motivation and Design Objectives
The design objectives and motivation of the system serve to 

provide details and information on the aim of the system design 
and the motivational tool of the system. The design objectives 
and motivation of the system are aimed at giving details and 
information  on  the  objective  of  the  system  design  and  the 
motivational tool of the system.The rationale behind using an 
attention-driven autoencoder within the VeinGuard system is the 
necessity  to  identify  spoofing  attacks  without  paying  much 
attention to labeled attacks examples. In practice, in real-world 
biometric systems, it is not possible to gather extensive spoofing 
data because of changing attack methods. Thus, a trained method 
of anomaly detection based solely on true images of fingers 
and veins is a viable and scalable solution [23]. The main design 
requirements of the autoencoder are that they should effectively 
model the intrinsic structural patterns of true finger-vein images, 
highlight discriminative vascular areas and generate meaning 
reconstruction errors with spoofed inputs. 

B. Autoencoder Network Architecture
The autoencoder network architecture uses the autoencoder 

algorithm to reconstruct the original image with minimal error. 
The model takes the form of an encoder-decoder framework 
which is trained to learn compact and informative latent codes 
of finger-vein images. The encoder consists of a sequence of 
convolutional  layers  whose  channels  of  features  gradually 
increase. Allowing the hierarchical feature quotient of low-level 
textures to high-level vascular designs. Activation functions are 
non-linear and layers of batch normalization are used to stabilize 
training and enhance governance [24]. The decoder is also a 
replica  of  the  encoder  design  in  which  transposed 
convolutional  layers  are  employed  in  recovering  the  input 
images in the latent space.  

C. Attention Mechanism Integration
An attention mechanism is added to the autoencoder model 

in order to increase its attention to high-priority areas of the 
salient veins [25]. The attention module gives the feature maps 
adaptive weights to enable the network to highlight informative 
vascular  structures  and  remove  background  noise.  This 
integration enhances the sensitivity of the model in emerging 
veins that are hard to counterfeit  in spoofed specimens. The 
attention mechanism provides a great boost to anomaly detection 
ability by directing the autoencoder to concentrate on areas of 
discrimination,  particularly  where  illumination,  finger 
placement and sensor noise variants occur.

D. Training Using Genuine Samples Only
The  autoencoder  given  attention  is  trained  in  an 

unsupervised manner  using only authentic  images  of  finger-
veins. The model is also trained to reduce reconstruction loss 
between the input and reconstructed images, usually quantified 
by mean squared error (MSE) [26]. This makes the model very 
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competent in recreating the real samples since it is only exposed 
to real patterns. By contrast, spoofed or anomalous inputs that 
are not consistent with what has been learned cause increased 
reconstruction errors. This type of training removes the reliance 
on spoof labels and improves flexibility to unknown types of 
attacks.

E. Reconstruction Error-Based Feature Extraction
The  error  of  reconstruction  is  important  in  making  a 

difference between a true and a spoof sample in the VeinGuard 
model.  At  every  input  image,  pixel-level  and  aggregate 
reconstruction error statistics are determined and they are used 
as  discriminative features  in  the  next  stage of  classification. 
Reconstruction  error  measures  combined  with  latent 
embeddings  and  GAN-generated  features  have  a  strong 
influence on the total spoof detection rates and lead to the sound 
decision in the final classification step.

V. GAN-AUGMENTED FEATURE LEARNING MODULE 

A. Rationale for GAN-Based Feature Enhancement
The use of GAN as a part of the VeinGuard system can be 

explained by the necessity to increase the variety of features and 
their discriminative capacity when it comes to the detection of 
spoof. The traditional supervised models tend to perform poorly 
in  generalization  when  they  are  trained  using  small  or 
homogeneous  spoof  datasets.  GANs  solve  this  problem  by 
training on real-world distribution of data and create natural 
variations of  finger-vein patterns.  GAN assists  the  model  in 
learning  salient  qualities  that  are  sensitive  to  latent 
inconsistencies  in  authentic  and spoofed samples,  enhancing 
detection quality with a wider set of realistic samples [27]. 

B. GAN Architecture (Generator and Discriminator)
The GAN architecture of VeinGuard has two networks such 

as a generator network and a discriminator network that  are 
competing with each other [28]. The generator is programmed 
to  generate  finger-vein-like  images  by  converting  layers  to 
enhance spatial details successively. In its turn, the discriminator 
is a convolutional neural network that is trained to differentiate 
between  actual  finger-vein  images  and  generated  ones. 
Additionally,  the  discriminator  acquires  rich  hierarchical 
representation, an effective feature extractor. 

C. Adversarial Training Strategy
The  adversarial  training  works  by  an  iterative  min-max 

optimization whereby the goal of the generator is to generate 
realistic  samples  that  could  pass  through  the  discriminator 
whereas the goal of the discriminator is to correctly classify real 
and  synthetic  images.  This  competitive  learning  approach 
compels both networks to keep on improving. Real samples are 
used in capturing finger-vein images during training, whereby 
the generator gives out an ever more realistic variation [29]. 
Such  dynamic  interaction  boosts  the  capability  of  the 
discriminator to show subtle deviations that are indicators of 
attacks of spoofing.

D. Discriminator Feature Extraction
The feature finds application in tasks that involve greater 

complexity  than  the  other  methods  used  earlier.  Instead  of 
relying  on  the  ultimate  classification  outcome  of  the 
discriminator, the intermediate feature maps of its hidden layers 
are removed and used as high-level features. These attributes 
represent patterns of discrimination which are acquired in the 
course of adversarial training and which encode inconsistencies 
which might not be directly apparent in raw images. VeinGuard 
can tap into a rich feature space by using discriminator-derived 
embeddings  that  are  complementary  to  anomaly  indicators 
based on autoencoders.

E. Role of GAN Features in Spoof Detection
The features obtained through GAN are very essential in 

enhancing the performance of features in spoof detection as they 
enhance  the  overall  features  representation.  Combined  with 
reconstruction  error  indicators  and  latent  embeddings,  the 
features enhance the separation of authentic and spoof samples 
[30].  This  combination helps  the  ultimate  classifier  to  make 
more  reliable  and  correct  decisions  especially  in  cases  of 
complex or recently unknown spoofing attacks.

VI. FEATURE FUSION AND RANDOM FOREST CLASSIFICATION

A. Multi-Source Feature Representation
The VeinGuard system employs a multi-source representation 
strategy  to  characterize  genuine  and  spoofed  finger-vein 
patterns  comprehensively.  Three  complementary  feature 
groups  are  obtained.  Firstly,  reconstruction-error  statistics 
calculated  with  respect  to  attention-driven  autoencoder  are 
being  computed,  which  consist  of  pixel-wise  mean squared 
error  (MSE),  distributional  statistics  such  as  mean  and 
quantiles, and local patch-based reconstruction errors. These 
characteristics  are  the  measures  of  any  deviation  from  the 
learned  distribution  of  actual  vein  structures,  and  they  are 
effective  indicators  of  anomalies.  Second,  small  latent 
embeddings at the autoencoder bottleneck layer are codes of 
world  structural  features  of  finger-vein  patterns  in  the  low-
dimensional  space.  Third,  intermediate  feature  layers  of  the 
GAN  discriminator  are  obtained  at  a  high  level,  and  they 
represent discriminative texture, edge, and frequency-domain 
features  related  to  the  spoof  artifact.  The  articulation  of 
anomaly-directed  and  discriminating  attributes  allows  the 
model  to  accommodate  the  various  presentation  attack 
attributes,  which  have  proven  to  be  useful  in  the  recent 
biometric presentation attack detection (PAD) reports [31] [32].
B. Feature Normalization and Fusion Method
Normalization  is  done  before  fusion  to  facilitate  equal 
contribution of each source of features. The normalization of 
latent  embeddings and discriminator features is  based on z-
score  normalization,  whereas  the  statistics  of  reconstruction 
error are normalized through min-max normalization. Further, 
the effect of extreme outliers, which is typical of reconstruction-
error distributions, is reduced by winsorization at the 1st and 99 
th percentiles. Because feature scaling is the main parameter to 
consider  when  developing  a  classifier,  other  normalization 
techniques  such  as  z-score,  min-max,  and  rank-based 
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normalization are  also  tested,  and the  one  that  leads  to  the 
highest  cross-validated  AUC is  chosen  [33].  The  fusion  of 
features is done using the feature-level concatenation, and then 
there  is  a  dimensionality-reduction  phase  in  which  the 
principal-component-analysis (PCA) or canonical-correlation-
analysis  (CCA)  is  used.  This  projection  will  decrease 
redundancy, decrease multicollinearity, improve computational 
effectiveness, and avoid the loss of discriminative information 
[34].
C. Random Forest Classifier Design
The final decision model that is used is a Random Forest (RF) 
classifier  because  it  is  resistant  to  overfitting,  it  can 
accommodate  heterogeneous  features,  and  it  is  inherently 
interpretable. The RF is applied as a forest of 500 decision trees, 
and the maximum depth and minimum leaf size are optimized 
using grid search. The weighting of the classes is done to take 
care of the possible imbalance of the real and fake samples. In 
order to have more reliable predictions, isotonic regression is 
used  to  calibrate  predicted  probabilities,  producing  well-
correlated estimates of confidence [35]. Nested cross-validation 
is  employed  to  select  hyperparameters  as  well  as  estimate 
performance to reduce bias and maximize generalization.
D. Classification and Decision Strategy
In  the  process  of  inference,  the  RF  generates  a  calibrated 
probability that depicts the probability of a spoof attack. This 
likelihood  is  again  added  with  a  normalized  autoencoder 
anomaly  score  with  a  simple  meta-classifier  of  logistic 
regression.  The  two-step  decision  strategy  allows  both 
discriminative and anomaly-based evidence to be exploited in a 
complementary  with  the  correction  of  residual  calibration 
inconsistency. In order to allow trade-offs between false-accept 
and  false-reject,  VeinGuard  allows  configuring  operating 
thresholds to suit various security needs. They include feature-
importance analysis and explainability tools based on SHAP, 
along  with  monitoring  the  trends  of  model  behavior  and 
retraining it periodically in line with adaptive PAD system best 
practices [36] [37].

VII. EXPERIMENTAL SETUP

A. Datasets Description
Experimental analysis uses the PLUSVein-FV3 corpus as the 
main source of  bona fide data,  which includes multi-sensor 
near-infrared  finger-vein  records  of  different  fingers  and 
subjects and the complementary PLUS-FV3 Spoof subset with 
the  printed  and  artifact-based  presentation  attack  images 
obtained by using the collection of PLUSVein [38]. All these 
sets can be used to perform a closed-set verification experiment 
and realistic PAD tests with known attack species. The real set 
can be used to train an autoencoder unsupervised, and the spoof 
set is used to train a discriminator supervised and evaluate a 
downstream classifier.

B. Data Preprocessing
Through using edge-based masking of the OpenVein toolkit, 
raw images  are  first  converted  to  uniform ROI  crops.  ROI 
extraction removes background variability and focuses models 

on  vascular  structure.  The  size  of  images  is  reduced  to  a 
constant input resolution, and the intensities are normalized per 
image  (zero  mean,  unit  variance).  Robust  augmentation, 
including small rotations and contrast jitter, as well as elastic 
deformations and artificially simulated illumination shifts,  is 
augmented.  The  scale  of  augmentation  is  more  relaxed  for 
authentic  samples  and  more  drastic  for  training  the  GAN 
module,  which  rewards  a  variety  of  spoofing patterns  [36]. 
Where there are needed sensors, artifacts are removed by outlier 
removal  and  histogram  equalization  before  training 
autoencoders.
C. Training and Testing Protocol
The training adheres to the split design where discontinuous 
training sets (genuine-only) of the autoencoders are not shared 
with that of GAN/discriminator or RF training fold to prevent 
leakage  of  labels.  Precisely,  60% of  the  subjects  are  fit  to 
autoencoders, 20% to validation, such as threshold selection 
and early stopping, and the remaining 20% are the cross-subject 
testing  ones.  Spoof  specimens  are  not  introduced  until  the 
implementation of GAN and RF supervised training and final 
PAD  evaluation.  Nested  cross-validation  is  used  to  tune 
hyperparameters,  and early  stopping is  used on the  loss  on 
validation to select a model [31]. The cross-subject and cross-
PAI tests are used to measure robustness to simulate invisible 
attack species.
D. Evaluation Metrics
Classical classification metrics (AUC, EER, precision, recall, 
F1) are used to report the performance, PAD-specific metrics 
that are standardized by ISO (APCER, BPCER and ACER) are 
used to quantify attack and bona-fide error  rates in  defined 
scenarios (ISO/IEC 30107-3; LivDet benchmarks). It is claimed 
that calibration and operating-point selection can be used to 
facilitate application-level tradeoffs between false-accept and 
false-reject results [39].
E. Implementation Details
The autoencoder and GAN blocks are trained in PyTorch using 
Adam (β₁=0.9, β₂=0.999), 1e-4 and 2e-4 (respectively) initial 
learning rate and batch normalization in the encoder/decoder 
blocks. Nested folds are used to optimize the hyperparameters 
of the RF classifier, which has 500 trees, class weighting, and 
isotonic probability calibration. Training uses the concept of 
early stopping, mixed-precision arithmetic where available, and 
model  checkpoints  in  order  to  achieve  reproducibility. 
Experiment metadata is logged with source code and trained 
checkpoints  in  order  to  support  replication  and  retraining 
regularly as novel PAI species appear [31] [36].

VIII.RESULTS AND DISCUSSION

A. Result
The quantitative and qualitative results reveal the efficiency of 
the suggested VeinGuard system in anomaly recognition at the 
stage of detection and supervised classification.
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Figure 8.1.1: Random Forest classification performance.
The confusion matrix generated by the Random Forest classifier 
suggests a very sound discrimination of actual and fake finger 
vein samples. Among the test set used, 97 spoof samples were 
successfully  identified  as  spoof,  3  spoof  samples  were 
incorrectly identified as genuine, and 764 genuine samples were 
identified correctly. This is associated with a total accuracy of 
99.65, a precision of 1.00, a recall of 0.97, a specificity of 1.00, 
and an F1-score of around 0.985. False positives are not present, 
which  underscores  the  capacity  of  the  system to  ensure  an 
extremely low false-accept rate, which is a critical requirement 
of biometric presentation attack detection (PAD) systems [36].

Figure 8.1.2: Autoencoder training behaviour.
The autoencoder training and the validation loss curve indicate 
a quick convergence of the autoencoders during the initial few 
epochs and then a slow stabilization. The two curves decline 
steadily and are highly parallel throughout training, and they 
ultimately come to a final mean squared error (MSE) of 0.003-
0.004.  The  absence  of  a  divergence  between  training  and 
validation losses is a sign of stable learning and little overfitting, 
which proves that the attention-driven autoencoder successfully 
draws intrinsic patterns of real finger-vein structures [31] [32]. 

Figure 8.1.3: Reconstruction error distribution.
This is also confirmed in the reconstruction error histogram, 
which  confirms  the  ability  of  the  autoencoder  to  detect 
anomalies. True samples have a small distribution with a value 
of minimum reconstruction errors (about 0.025-0.035), whereas 
spoof samples spread in the direction of much higher values up 
to and including 0.10. In spite of the minimal overlap in the tails 
of  the  distributions,  the  general  distance  implies  that 
reconstruction error is  a useful  discriminative feature in the 
detection of presentation attacks.

Figure 8.1.4: Reconstruction error comparison.
This observation is also supported by the boxplot comparison, 
which  shows  that  the  median  reconstruction  errors  of  fake 
samples  (0.055)  are  higher  than  those  of  genuine  samples 
(0.032), and that the variance and several large error outliers in 
the spoof class are also high. This phenomenon can be viewed 
as the failure of the autoencoder that is only trained on actual 
data to correctly recreate spoof artifacts, which usually have an 
unnatural texture or structural anomalies [31]. 
B. Discussion
The  experimental  outcomes  validate  that  the  unsupervised 
anomaly detection with supervised ensemble learning produces 
high PAD results, as the recent developments in the research on 
biometric  security  do  [36]  [37].  The  autoencoder  based  on 
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attention  captures  the  true  finger-vein  manifold  as  the 
reconstruction  error  is  low,  and  it  converges  consistently, 
whereas the spoof samples generate high error rates as a result 
of deviations in structure and material artifacts.

Figure 8.2.4: Original and Reconstructed Images
Nevertheless,  the  error  of  reconstruction  alone  cannot  be 
sufficient to ideal separation, as shown by the similarity of the 
tails of distributions and the existence of individual outliers. 
This drawback is properly documented in the anomaly-based 
PAD  methods  and  leads  to  the  addition  of  auxiliary 
discriminative  features  [32].  The  GAN  discriminator  also 
provides high-frequency and texture-sensitive features, and the 
Random Forest is efficient in combining these heterogeneous 
features, solving ambiguous cases, and achieving near-perfect 
performance.
The fact  that  there were no false-positives in  the confusion 
matrix is especially worth noting, as the greatest security threat 
of any biometric system is the false acceptance of spoof samples 
(ISO/IEC 30107-3). However, the low count of false negatives 
indicates  that  even  highly  advanced  or  high-quality  spoof 
attacks can still partly replicate real patterns. This observation 
is  consistent  with  the  previous  research  highlighting  the 
necessity of cross-dataset and cross-PAI analysis in order to 
guarantee  the  extrapolation  of  results  outside  of  controlled 
laboratory settings [33] [37].
In general, the findings show that VeinGuard has a positive ratio 
between sensitivity and robustness, and uses anomaly-related 
information to generalize and supervised learning to be precise.

IX. CONCLUSION AND RECOMMENDATION 

A. Conclusion
This paper introduced VeinGuard, which is a finger-vein PAD 
framework  that  combines  the  attention-based  autoencoder, 
GAN-enhanced  feature  learning,  and  Random  Forest 
classification. The test outcomes reveal that the autoencoder 
can learn true vein features, with different reconstruction error 
patterns on spoof samples, and the feature fusion and ensemble 
classification provide an overall accuracy of 99.65 percent and 
almost no false acceptance. The results of this study confirm the 
power of the hybridization between the unsupervised and the 
supervised learning models in strong biometric spoof detection, 
as modern research in PAD studies indicates.
B. Recommendation
To work and deploy in the future, it is suggested that:

1. Conduct leave-one-PAI-out and cross-dataset tests to 
assess resilience to unidentified spoofing techniques.

2. Test  and  evaluate  more  sensors  and  conditions  of 
acquisition to better generalize to the real world.

3. In order to maintain long-term performance, include 
drift  monitoring  and  adaptive  retraining  with 
explainability tools.

4. Research threshold optimization mechanisms, specific 
to  particular  security  applications,  by considering a 
trade-off between convenience and risk [36] [37].
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